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1.1 A

36 RIIF-mE—m=itee. MRS REENERRO =B, 1ZRF=mEE 36036FM |
36028FM . 36048FM #1 36032FM PUR7=fa, 36036FM 124t 24 & 10/100/1000Base-T(X)LAKRIFmAELEE 1
A. 8 BFIkyeENO (S2dF 10/100/1000Base-T(X) &1z 5k 1000Base-SFP M) LAK 4 B 1000Base-
SFP/10GbE SFP+3%[0, 36028FM 12t 24 & 10/100/1000Base-T(X)LAKMFREMLEEREO. 4 #& 1000Base-
SFP/10GbE SFP+3%[0, 36048FM 12t 48 & 10/100/1000Base-T(X)LAKMFREMLEEZO. 4 #& 1000Base-
SFP/10GbE SFP+3%[0, 36032FM 2t 4 & 10/100/1000Base-T(X)LAKKEL, 28 #& 1000Base-
SFP/10GbE SFP+3¢. 4 & 1000Base-SFP/10GbE SFP+3¢[1, T aaANEiMRES 7 MEEIERIERINEE, EE
EEARIEMSHIN A,

IZRYF- @3 Hs IPv4/IPve XUETFEe, IFSHMEREEINEE, fIa0: MAC Table, VLANs, Port
Isolation | Loop Protection, IGMP Snooping. MLD Snooping . ERPS, DHCP client, DHCP-snooping,
STP/RSTP/MSTP, 802.1x. QoS. im[$R#&k. LLDP. F&EH. NTP %, T 128 K&HSIH, SIFEAR
QINQ, NAFRMTENHRRLE, RINZARSFmiEsziF SNMP v1/v2/v3(Simple Network Management
Protocol). CLI &p<%17. Web ME. TELNET (UEHESI(, FREBEHELE, FENESIE®EAY ACL =HIhEE,
PrEIhRE, FEEEENRE,

IZRYIFF@EAE FCC. CEMRE, XIF 1 SRR, %=X ENEE. 88iEER-10°C ~50°C
TERESEEING, sERESTIZNER, sEABRLIKKMERERMIRE, SFNRRGZE,

1.2 FEeFIE
> 4% IEEE802.3. IEEE802.3u. IEEE802.3ab. IEEE802.3z. IEEE802.3ae

> 36036FM #2( 24 2% 10/100/1000Base-T(X) LAKMEmEMREBREEO. 8 BT IKIGEOGEHS
10/100/1000Base-T(X) &1z 5k 1000Base-SFP #2#1) LK 4 & 1000Base-SFP/10GbE SFP+3¢[

36028FM 121 24 % 10/100/1000Base-T(X)LAKMtmERtEEIZO. 4 & 1000Base-SFP/10GbE SFP+3¢
36048FM 121 48 B 10/100/1000Base-T(X)LAKMtmERtEEZO. 4 & 1000Base-SFP/10GbE SFP+3¢

36032FM 121t 4 & 10/100/1000Base-T(X)LAKMFREREREE, 28 B 1000Base-SFP/10GbE SFP+3¢M.
4 % 1000Base-SFP/10GbE SFP+3¢[

> 32K V-Ring RRMTTREFIA, MESFEERETE/NTF 20ms
> X¥F IGMP Snooping . ZHFEHSLEIEILIEF] MLD Snooping g

> 37#5F DHCP Snooping, FiLlE ARP Id:, Ei% DHCP RSB EERIEANSIGE
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3743 IEEE802.1Q VLAN . |EEE802.1ad QINQ EFREHLI
245 802.1x I ITAMERN mac BUIBANE, EiEMKL Lt
XTSI =R

X TRRESERE-10°C ~ 50°C

SR RESEE-40°C ~ 85°C

iFrENE. RARERLT



7= b T

1.3 X Web &1H:8

ENLEES (BLEEEMTENL) PMNIRSEN P DRI TEE, M= URLERA:
http://xxxxxx.xxx.xxx, EH xxx FRRAEIHEEY [P Hbtik,

N

HHEERERNAPIAEEO, WTFAR.
Windows Security R — X

ERCECAL 1P HBiE)g 192.168.2.1.

The server 192.168.2.1 is asking for your user name and password. The
server reports that it is from 24GF-4G.

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure,

“.JSEFI"IEI"I'IE |

|Pas:-f'-.-'|:r|:| |

[C] Remember my credentials

| ok || cancel

1-3 AL ZREE O

"RP|" Aadmin, "EB" A system, WAFRE "OK" , FIFET Web EERIAFFME.

1.4 T Web B H P FH

AR REREE T AREEMNEEENEE, RFRPEETRERIT RS H TR GE

7NmiT.

TEERTAFRE. BARRESA=TTENXE, 0FERFR.



‘ 8 10 12 14 16 18 20 22 24 26 28 30 32 M 3# EEEE
BWR ------ ol ol il il NN R
‘ o """ Feyyyy EHEENE BN w.
RUN 4 T T 13 15 17 19 21 23 % X 23 N R ¥ ConsoldReset
:Ei;f BEES Rt O | Bt
VOIS FHRIES
»POE LEIRIR
VSEES EAMSRSHE i
YREEE E —'-s—'_:-—-ai'_
::i;sx MACHEHE Sa-£6-0 =
R A e
Software ~—-
Software Version W2 0-ONNV-20151010
Software Date 2017-07-15700:02:22-07:.00
l-4web E1ERHE

X1 Ihee

X1a 1 T/ 7 LOGO, i[9 PoE LA Link TAEIRE, ShEesc RN LA

X1 2 AT R R E L, SBEEP B RS RNk, B BERCKERNE.

RIEAPIERXE 2), BrsaiEXEEMEEHIERE, 2K ARG E SIS
X1 3 FTE.
1.5Web TQ[H

LAFEY web NIRSERZIIEERENN, SEF—TEREN. BABFPSNEEHEZIEERR

.

TERZ web FREFRIEZEHIFIZRMIGR:

EESRE - BRIJELRE TEEIEANEE

STRIRE.

MEERE - AELE D PR ERIIEXMEEETL.

imOECE - AIELER D PECE IR AR AR I,

PoE - R RAIEIE S PEESEE A PoE BREESIRE.

BREE -AFAELERD FECETRAIER L2 BXREFE.

R E - AR D PEEAIR IR SRR,
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QoS Et& -AFAELER D FECEITHRAAY QoS XTI,
RGioHT - BRI ER D P ECE TR ANISHTR R I,
RGP - P A ELER D P ECE SR A R ST 4E PR R T I

21IP &

FERAHAMNAIH T ERA P 1#E1E9 192.168.2.1, F MBS /9 255.255.255.0(24)

BE MEER" > "IP" BRTEO:

pinformation & Status
+ Network Admin

IP Configuration

=lF Mode Host v
’T*” DNS Server | [ 0 rver v
= Timezone ‘Houter |
»SNMP DNS Proxy
=Syslog IP Interfaces
pPort Configure
IPv4 DHCP IPvd IPv6
biok Sl ! i }_E:'::EE: L Eallback [ Curront Loaee ! Addroce T Mack Lonath ! Addroce TMack Lonoth
pAdvanced Configure [ =
6 P . 3
» Security Configure il 1 s 192.165.22 24 2001: :1 G4
FLas Contiaps Add Interface
»Diagnostics
»Maintenance IP Routes
Delete | Network [ Mask Length | Gateway [ Next Hop VLAN
[ Delete ][0.0.0.0 0 192.168.2.3 0
| Add Route

Save || Reset

2-1 &% IP LAK K Router B EMBHHZ EE
LT AXT IPIRERRBER:

24 1i88

T A3 Host # router
1] i% No DNS server,Configuerd IPV4,From any DHCPv4 interfaces, From this DHCPv4
DNS Server interfaces
DNS Proxy DNS {12
BOZR BRRFEOZR,

11
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VLAN

BNRBT XN TIHEMETER VLAN,

IPv4 DHCP

SNER{ERE, MIZFR/RiZ VLAN £20O0F/5 IPv4 DHCP client, siZ3REXZIRAAY
IPv4 HehE, FHNISRAZEAAIERS IP BE

FEf5A1E) =@ DHCP SREXEN IP i AISRFRIIR) (SR FD),

0 FRAKANERT.
2470 IP ek, ZR7~E@Id DHCP FREXZIRY IP ittt

IPv4

IP ittt FAFEIARIEFES IPv4 HBlE,
IP #8585, FFHEIARIERE IPv4 FRIFEHT.

IPv6

IPittit, FAFIANRIESES IPV6 HBlE,
IP #8583, RFMIARIEFS IPV6 FRIHERT.

IP Routes

BRIMER, FRFPBEABRIRER IPv4 tibtk,
P #585, ARG IPv4 FRIFERT.
Bkttt RPEANT— IPv4 tthik

BF ST JLASIEFRNEE VLAN 5 IP itblt, B "RE" SEXEM.

Y.

TRIRNEVAREET VLANT, NRAFFEFEAAM VLAN RIETEAE, BBARRSTHE VLAN Rk

oIz VLAN, F8EXIROIAEIZ VLAN, 52l vian Z[ERN=E&E(E.

22 NTP fc&

EIERMERTEIY (NTP) , BB ERMELI TN, BRALRERRIAIREIRE.
BEEWEN, BFRE "NEEE" > "NTP" | iITNEfR:

12
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HA

Fi

HEESHE
> S EE

n [P
s NTP
FSHNMP

= B

HiGOELE
rPoOE

» SIREE
PEEEEE
POOSIEE
L =50
P RGP

AJECERIFERAGIARAN T :

NTP Configuration

Mode | Enabled

Server 1 _282.12D.2.1D1|

Server 2

Server 3

Serverd

Server 5

Save || Reset

2-2 NTPIREEFO

24 Rl

(L e

AR ThskELAS R (Enabled)g 25 FH(Disabled)NTP,

NTP fRS5=%

NTP fRS5=3HT IP tbtlE, NTP ERISMIZARSZEZHIXEL, AIHESZ NTP fRSSHs.

BE "RF RIAEZATMHATER.

2.3 WXIRE

HXIRE, BETRENEREEIENEZRE. BRALERERIAIEEIRE.

FEEWEN, BFHRE "NEEE" > "HXIRE" , TNEF:

13



Fi

HEESHE

v i EE

FRNXgE

=|F

RBE(434h) || 450]

=« NTP

- EIXEE gz | ==

pSHNMP

"H#E
HEOEE
kPoE
FSREE
PESEE
FQoSIEE
P B
P RIREP

AJECERIFERAGIARANT :

RIXIRE BN EE SHIHTE,

& 2-3 NTPiIREEO

B "R REEZATMHATER.
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2.4 SNMP &

EERMEEERNY (SNMP) 21T FTFEEMEEMNEIRSE. SNMP K ERG mussEANIE SN, BRHES.
HEHNANTHEMEIREINZE. A SNMP RIRIEREM. A MEHERET. IREEMEEIeEE
)RR,

¥ SNMP NI EiRE, BE7T B8R LA E TG (XBIKIE) . SNMP RIBFEA—EENXH
TE (TEENS) REPHSESE, SEERE (MIB) MXLWEHTEN, WE SNMP REBEE TIRE
HoiEEIEE, SNMP BRHEN T MIB HUEFIAEiZ (S BT FRRNY,

Bal, RETH SNMP Agent 3735 SNMP V1 figAs, SNMP V2C #1 SNMP V3 A, FRERAHI SNMP AE
B RIS SR T ARRIIN R 2 M,

£ SNMP R VI Flv2c i, R "HEKRFRE" HTRPIAL, ZFFFRRUEBINEE. imkmAF SNMP LA
TEFPFNAZIEN] SNMP (e ARV REIAFRT . (HAURBIRINUERA) SNMP EUEEEISH2ZE (F5) .

STHRHUAT SNMPv1 0 v2c EIRGRIFERRIEALBERFRFERR:
1. public - RIFZNETRILRIEI MIB MK,

2. private - RIFFNERILRIESHIER MIB X5,

Trap (EB

Trap (ERBTENNESER R LR ERS . XESHTRERTE, WNER (RALTREXER
M) , WERMES, WHEORESHE. IEFE trap EEFRIXTNES trap EEEKE (IMEEE
&) .

EARIRY trap BIRAIERW. FEFNSEEFNQIAERIRY trap ER.

MiB

LGEEIREEE (MIB) izt T BT EEHER. STHIRALERRER MIB-I| EXEEREFEER, FHit,
MIB SFSRIEATHAFE SNMP BRI ETRAR{FIEEN,

2.4.1 SNMP %88
ALABHEZA SNMP £818&, Bt "MEEE" > "SNMP " >

"RFIRE" |, BUINEQ:

15
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HERSHE SNMP System Configuration
vHESE
P Maode Enabled v
« NTF Version SMNMF v2c ¥
HEES Read Community | public
wSNMP Write Community | private
" RS Engine ID 800007e5017f000001
= Trap=iE
= Communities Sove || Reset
= Users '
= Groups
w ViEws
= ACCESS
=
2-4-1 SNMP E&ig E&
BCEFERAYIRARANT:

4 s

SNMP #&=t B (Enabled)a&Z(Disable)SNMP Ih&E
hRA G R fSEFRIE P SNMP v2e B SNMP vl B SNMPV3 A

Read Community BIfR |0 VF AU FEUG 32 MIB X %, BRINZ FRN public

Write Community B{fR [ VFFZABUE B 5135 5 FIHE 20 MIB X5, BRILA RN private

B "RE SEXER.

2.4.2 SNMP Trap {4
FBFa] 4 55 BRI A HA1A9 SNMP Trap S35IHEEF] SNMP IAE Trap SZHFIHEE,

BE WEEE" > "SNMP” > "Trap B , BRaIT™&EO:

16
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HA

Fi

HEESHE
v S

=[P
s NTP
EEES
»SNMP
= TrapS+
= Communities
n lsers
» Groups
nViews
= ACCESS
» Hi
FiEOEE
rPoOE
rSEEE
P RS
FQoSIEE
P ESAE
=il

BCEFERAVSLABANT:

SNMP TrapficE&

Trap3FR

Trapi&=l, Disabled v
TraphE & SNMP v2c v
Trap Community Bl Public

Trap HRUIPH#HE

TrapERIUDPIEOS 162

TrapiBal/RE 8= Disabled z
TrapidE/ R EHE i (F) 3

TrapiBlIRE E{LRE 5

Trap Probe Security Engine ID | & Y
Trap Security Engine ID

Trap Security Name Y
SNMP Trap S

2R * [ Warm Start Cold Start

Linkup ® & ©iEEwO © FrERD
B *Link down ® 75 U iEEmL ' Framl
LLDP ® 7§ U iEEmL © FrAEmd

AAA = L ANESERY

Switch = E5TP RMON
FZE | EE

& 2-4-2 SNMP Trap iREEO

24 188

Trap &R SNMP Trap f95%
Trap 15 {E8E(Enabled)s & 22 (Disabled)SNMP Trap
Trap iRZs ZAsHaA 3735 SNMPv1, SNMPv2c #1 SNMPv3

Trap Community Fl{&

15E SNMP Trap HIEHAZTR

Trap B89 IP itBiE

152 SNMP Trap BRSSEERY IP Htbht

Trap BAY UDP iS5

185 SNMP Trap IR$ZE89 UDP i[OS

17
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HA

Fi

Trap B/ M EHEL

{sE8E(Enabled)aE %A (Disabled)SNMP Trap &@X1/NE &Rz

Trap J@0/REBRT (FD)

Trap B0/ RUEERTATE)

Trap B/ RIEEEIREL

Trap BH1/RE RIEEIREL

BE "RE SENER.

2.4.3 Communities

FFAIFEAIERAETR. B "WEEE" > "SNMP” > "Communities” ,

HEESHES
w e T
u P
EAEEE
» SHMP
CEGEE
» TrapsE(s
= Communifies
[R5
= Groups
u Views
» ACCEss

m
ol

BCEFERAYIRARANT:

SNMPv3 Community Configuration

Delete | Community | Source IP | Source Mask
V3 0.0.0.0 0.00.0

public 0.0.0.0 0.0.0.0

private 0.0.00 0.0.00

~Add New Entry Save || Reset

2-4-3 SNMPV3 HINEAAE N

EBRAOTEO:

28 =12

Community BAEENMENRARER
Source IP BN IPV4 JRitEE

Source Mask

N IPV4A FRI#55

B "RE SERER.

18
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2.4.4 Users

SNMP v3 FH USM (User-Based Security Model, EFRFPHNLEER) AENE, MEESERETLL
REINIEFINZINEE. IAERTFRIBRSCREANEENE, BRiIBEZAFRYAEE; INRENEXS NMS
Agent ZBIFMERIRIIHITING, LIS, RANIEFIIIZTIEE, BILA NMS 1 Agent Z[ER9IE(E

RHESHNREM.

FAFRIHE SNMP v3 FBF, ANEERINES . BE "WEER" > "SNMP” > "Users” , E7RUITFEO:

HESSHE SNMPv3 User Configuration

~REEE

=P Delete

=NTP

User Security Authentication Authentication| Privacy Privacy

Engine ID ‘ Name ‘ Level Protocol Password Protocol | Password

»SHNMP

500007e5017f000001 default_user NoAuth, NoPriv Nocne None None None

800007e501 7000001 test v3 Auth, Priv MD5 DES

= TrapE=it Add New Entry Save || Reset

= Communities
= Users

= Groups

= Views

= ACCess

BH=E

BCEFERAVGLBANT:

2-4-4 SNMPV3 BFZINEH

24 188

Engine ID ERIAE 800007e5017f000001, EN{EFAATHANERIAR
User Name HEINEE SNMPv3 FBRPEB#R

Security Level

181 THhISEB1%EE NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, =Fnzs 5=

Authentication Protocol

BT THOERE MD5 SHA fInZZths

Authentication Password

BININEZERS

Privacy Protocol

-

1BId T hisEsE DES AES INZHNY

Privacy Password

WAINEES

BE "RE SENER.

19
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2.4.5 Views
FAF e SNMP v3 ialiE, BE "MESEE” > "SNMP” > “Views” , EROTFEO:

HERSHE SNMPv3 View Configuration
v PSR
e IP Delete | View Name | View Type | OID Subtree
a NTP default_view |included ¥ A
RS v3_view |included ¥ 1 .
- SNMP
SRS ~Add New Entry Save || Reset
» TrapEEit
= Communities
= Users
= Groups
= Vigws
= ACCESS
o =
2-4-5 SNMPV3 fE R INE O
BeEF AN T:
S8 il
Views Name BAERER
Views Type THIZEEERE included #0 excluded
OID Subtree A OID Fi, f5Ian.1.2

BE "RE SENER.

2.4.6 Access
FBF#h#E Access KARBEAIZEAY Views B, BBdh "MEEIE" > "SNMP” > "Access” , BRUITENO:

20
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PMEESHE
v e
L ] |P
= NTP
+SNMP
EGEEE
= Trap=i
= Communities
= Lisers
= Groups
= Views
|_=Access |

=B

SNMPv3 Access Configuration

Delete | Group Name [ Security Model | Security Level | Read View Name | Write View Name

default_ro_group any  NoAuth. NoPriv default_view v MNone v
default_rw_group any  NoAuth, NoPriv | default_view ¥ | Il defau It_view ¥ |
v3_rw_group usm Auth, Priv V3 view v w3 _view v

| Add N-ew-EHtrly_, | Save || Reset |

2-4-6 SNMPV3 Access EHIZE

21
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an F A

BCEFERAYIRARANT:

S 5488

Group Name

BAFTEEEER

Security Model

THO%EEE any v1 v2¢ usm

Security Level

THIZEERI%ERE NoAuth, NoPriv, Auth, NoPriv, Auth,Priv, =FijneJ5 =\,

Read View Name

THERERIEEC LAY views

Write View Name

THEKRIEEC BIZIFAY views

BE "RE SENER.

2.4.7 Groups

FAF##E Groups KIFFEE IR Users 55 Access, B "REEIE" > "SNMP” > “Groups” , BRi0T

&0
HERSHE SNMPv3 Group Configuration
v R EE
P Delete | Security Model | Security Name | Group Name
= NTFP vl public default_ro_group
EEEE v private default_rw_group
v SNMP w2 public default_ro_group
7 EﬁEE vac private default_rw_group
" Trapaste: usm default_user default_rw group
= Communities
e | | usm test w3 V3 _rw_group
= Groups
o Views Add New Entry _Save || Reset
= ACcess
“H=

2-4-7 SNMPV3 Groups FERIRE

22
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BCEFERAVIRABANT:

24 15288

Security Model

ThEE v1 v2c usm

Security Name

TLEECEIBFRIAFS, vl v2c MISECSeIZIFIBRETR, usm Thik
RELEIFRRFER

Group Name

BACeIEERR

BE "RE SENER.
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2.4 HERCE

RFREEINIRZRE.

BE "WEEE" > "BE , ERAOTEO:

HEBSHE
g 2B HGRE
-IP Bt = V]
sz; IRS=|PietE | (1921682100 |
A HZEQ_Q_EEEE H%ﬁﬂ] Info L |
s
o (&% |[== |
pEOERE
B 24 ZBHE REEN
EeEFERAVIBBINT:

24 188

ERERSRERR S HEINEE. MRIEE" Enabled” | MM SBRFHERXZHEENH
Y TARSS =R

fRsses IPttbht | FEEESARSSESAY IP sthilk
=g P =Nl BT prie: NEAS s 1 1k 2

Info: informations, warnings and errors.
Warning: warnings and errors.
BHER5! Error: errors.

B "RE SERER.




3.1 mOECE

1Z U E A T B B S i O ROTE AR,

B HORR' >

~AORE
MRS
PRS-
Y ey
=i PR
=3 {RIP

=TI Ethernet
pPOE

BCEFERAYIRARANT

S8 =12

Link JR7&

wAIRE" [ B TEO:

#01 | Linkikss - e Ak || Excesshe
585 | BPads 355iRx | LigiTx | AAES | MHEE | Collision Mode
- <= b ] 9600 Y
1 ® Do X X O 9600
2 @ Down X X O 9600
3 ® oown A 000 V] X X O 9600 [E= V]
4 1Gfdx X X O 9600 ==

3-1 IwmOIREEO

#T 77 Link Down, &3 Link Up

RO RIERERINEN T / FEWTIRE.

Disabled F~ZRixinx .

Auto FRUUEW T (FDX)a W T &, (HDX) (1000mbps REEEWTHERTF) 7£ 10,
100, 1000Mbps FUIEEZIBEREY., Auto RE iR OB RE SiZiROEIER S
RIRIRE, FRENAXWIRE.,

1000-X_AMS FrizimA¥EER, Ok

HEEInE 10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX, 1000-X,

iz (Flow Control)

ETRATRMREORENREEE, 2N TisOER 802.3x Az, FWNTinAERE
[EnizH. BOAREER,
RBRPRERERTEARE.

RANHKE

RATFRELKMEARAIMIKE, BUAREY 9600, RI3ZHF Jumbo i,

BE "RE SENER.
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3.2 BIRRE

RPRILMES B3R < B 555, HEERERE (Link Aggregation) 2R¥—BYIEZOMRIME—FA—
MEEZORBINTERN—M3E. ZHSHFEIE 13 NrOREGH, S8+48 2 2 8 MNrH.

r'y.)
i NERAETE RO, AETHERR TR SRR A A R R
HERE,

3.21 FFSRARE
FETE, BRAUREER OISR RS,

BEUTEN, BRE" mOKRE" > "H#ERE" > "#5KE" O™

MERSIRES

wiRCIE s B R RES
=ROIRE B MAC fgit 4
vREH H60 MAC ittt
HEES IP #4E i)
o TCPIUDP is1=
liﬁufgfg
=i PR CEARE
RERR
= 5 fcEthernet Port Members
»POE #AD |[1[2[3[4a]5[6]7[8[9[10][11]12]13]14[15[16[17[18]10]20]21][22][23]24]25] 26
~=iEERE =5 OO NONORONONONORONONONORONONONORORONONORORORONONS N
= MACHIEE 1
= VLANS
« HAVLAN
pDHCP
«IFEE R
v STRE it
= STPRF R
= STPiRORE
= MEP
«ERPS
pIGMP Snooping
aLLDP 10

rEERE 11
FAOSTRFH 12
» AR EY 13

(5 I A L o |

o~ O

(1]

B 3-2-1 imEFSReREEN

AIEC B BRI RN TRk :

CREARE | ZBHERRAETROZENRERFEE.
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Fi

481D FSRGAEID
R Ri%O(Port
Members) ZATHAN 324 13 NROREE, 54H+E 2 3 8 NmO.

B "RF &, RS0 ATER.

Y.

X R

— RS Trunk HRZETLECE 8 Nim[

3.2.2 LACPigE
FEFEITERRH FOIRASRAE, BITED, BRELUREENK LACP SHIMAE

SNEEENR .

BEUTED, BRE "mHRE" > "H#HIREES" > "LACP" , WIFATR:

MERSHIGE
peERE IR
vimf R
wim iR E
"s&l:uiﬂ
8 i B
" L."-"-.(_]F'
w w3
imOFEE
«mE 1R

s TiEE Ethernet

LACP im[fic S

%0 | LACPH | Key | s | B | AR
; M [ V]| |[<> v] [« v] | 32768
1 M [=zh v| [iE v | 32768
2 ¥ =3 v [Zm v| [tE v| | 32768
3 O EERd [Ea1 v| [®BE v] | 32768
4 =] B3 Vv (=3 v] [8E v] | 32768
5 O B3 v |3 v| [BE v | 32768|

3-2-2 LACP im iR EE

AJECERIFERAN T AIA :

24 iz

LACP i3

[ERsEZRAZmORY LACP I8t

Key

The Key value incurred by the port, range 1-65535 . The Auto setting will set the key as
appropriate by the physical link speed, 10Mb = 1, 100Mb = 2, 1Gb = 3. Using the Specific
setting, a user-defined value can be entered. Ports with the same Key value can participate in the
same aggregation group, while ports with different keys cannot.

B

The Role shows the LACP activity status. The Actiwve will transmit LACP packets each second,
while Passive will wait for a LACP packet from a partner (speak if spoken to).

Ezling

The Timeout controls the period between BPDU transmissions. Fast will transmit LACP packets
each second, while S1ow will wait for 30 seconds before sending a LACP packet.
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The Prio controls the priority of the port. If the LACP partner wants to form a larger group than is
. supported by this device then this parameter will control which ports will be active and which ports
L5 will be in a backup role. Lower number means greater priority.

B "RF &, RSO ATER.

3.3 ImEGRIRE

imAR&INEE, BRELROMNSEEEFIRCRETEMRSIEIEENRO, ZEERONESE "B
H” , #EREFRSRON "REREO" . EREROERMNEDITNGE, JLUEERIDHTRGRR O ARSI A
INEGIFRRONERLS, BORGE—FSENELZGRIE. RENAEROHSITLUEENRGRED, B
BENROREEE—. S NRORRERGRON, EENNRONAEEENRRO. FrOERNERE
&imH, JLEESZY, REINERNROREEE—.

ZEENEN, BHRE "wmORE" > "WORGRE" | TR

MBS S
VRS RRECE
vimf & HE& B0 |Disabled W
w iR
NE =L REFwOECE
8 & Fve = — -
« LACP wa| &R
-ROER =
win PR 1 | B wv
= E 1R I v
= F5EEthernet 3 | BEfF v
»PoE 4 [ER W
(=1 E Bl W
rEEEFEE & 1=l v
Q0 SIEE 7 |[=p v
(2] e ER v
(F 23 9 |EH W
3-3 iInORGIREEN
AR B BT ERIRARII T :
S 1588
Frames from ports that have either source (rx) or destination (tx) mirroring enabled
B5E/RIO are mirrored on this port. Disabled disables mirroring.

Select mirror mode.

Rx only Frames received on this port are mirrored on the mirror port. Frames
transmitted are not mirrored.

Tx only Frames transmitted on this port are mirrored on the mirror port. Frames
received are not mirrored.

HBHRRRORE Disabled Neither frames transmitted nor frames received are mirrored.
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Enabled Frames received and frames transmitted are mirrored on the mirror port.
Note: For a given port, a frame is only transmitted once. It is therefore not possible to
mirror mirror port Tx frames. Because of this, mode for the selected mirror port is
limited to Disabled or Rx only.

B "RE" REERZSRER.
)
‘\‘ TR BRI RERDREE—MEERRO. fln, MRE=HM 100 Mbps isHRERER—
> 10 Mbps w1, XARESSHETERR. FEHMIROMGESFAXRIARD
BEAHEEEERNEER. His, BirmOiREAAENR—RmO.

3.4 EERIFIRE

R AT RSP T, SRS O TRREST SRS, KA
SRORT R RIRISREHL,

B RHGEE > RERP  BROUTED:

HEESIGE i 24
i IE A ANEREES
wimOIRE k
~E44 fik®k | BE
RS 0 |265 5 8
e : °C
= B E{RR 3 255 | °C
= FrREEthernet
»PoE Port {552
=1t i 7 T
iml] | e |
rﬂﬁ "
Hlusfﬁﬁ 1 0 v
(EZed ] 3 0wV
(EZ s 2 e 3 0 v
4 0w
g5 0w

3-4 RERIFIREEN

BCEFERAVHABINT

24 iz

RSCHRNERIR
B IR 4 MNEERIPUER, SHEATRENNERARERIFRE

RS IEEZm O AT RERI TR A
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;iz:

HA

Fi

BE "RE SEHER.

Y.

BELsgE
ZEORTFRFEERFGEESESE,

BE "RERE" > "REESZRE"  BERATEO:

\ TR HTEOAT, SSRAATEIRORETERA 0, MERA 0 RRIFIEES 250 BEKE.

BERESE
B
BSifE (-500~500) |c

SBERE (-500~500) c

3-5 BRESEREREN

B EFERAVIRBEAIT
S¥ 1588
BAERE FERATHE RS AsZRAEEEERENHTIRSEIN.
B ERE
(-500-500) MANSEEERENRSHRE
=IEHRE
(-500-500) MANSZEERENRKHRE,

B "NAT SERER.

30



7= b T

4 SRECE

4.1 VLAN

E#EEM VLAN (Virtual Local Area Network) 75245 EIE—1E1aM LAN (Local Area Network) XI5k
SNFE, BINFEERZEN B, @8k, VLAN 25— MR LAN 218 o mESN &8 (2
™ VLAN) BYEEHoAR, VLAN WRIENEATLIERES, m VLAN BEAEEREER, NI BRPREIE—
VLAN A, BF VLAN BfgEE#EEN, ARESTREZ2M.

BE "BREE" > "VLANs" | &5 802.1Q VLAN REEMN, MTHR:

(il 27 VLAN BB
VROERE COURAIVLANS IE |
AELE Ethertype for Custom S-ports | 8848 |
v R E
= MACHEEE M VLAN Bi2
= VLANS
~HAEVLAN A
pDHCE i &5t iwma ECeR O A0 H—'“g FeiF =
IR R O VLAN o s Tagging VLANs VLANs
ySTPE Rt L
«MEP = M 1] [« v ¥ V<= vl |
=ERPS 1 |Access Vv 1| |C-Port V| M d Untagged | Untag Port VLAN V| |1
HIGMP Snooping 2 |Access v 1| |C-Port W i ed % | Untag Port VLAN v
=LLDP 3 |Access v 1| [C-Port LA
fﬁ: 4 |Access VvV 1| |C-Port ha T d AN v |1
s EG 5 |Access V 1| [C-Port V| and Untagged V| |Untag Port VLAN WV
ELEE 6 |Access v 1| |C-Port bl I and Untagged v ||Untag Port VLAN V| |1
7 |Access V| 1| |C-Port | W |Tagged and Untagged | Untag Port VLAN v |1

4-1 802.1Q VLAN iZ &

1iBe

FRE6#E VLAN B9 VLAN ID 5%, HI BKARY, RFREIZE VLAN 1,
oA VLANs | dNFE6UEEFRAY VLAN, 1B7ELEZ0 VLAN ID,

Ethertype for o = o .
This field specifies the ethertype/TPID (specified in hexadecimal) used for Custom S-ports. The

Custom S-ports setting is in force for all ports whose Port Type is set to S-Custom-Port.

The port mode (default is Access) determines the fundamental behavior of the port in
question. A port can be in one of three modes as described below.

Whenever a particular mode is selected, the remaining fields in that row will be either grayed
out or made changeable depending on the mode in question.

Grayed out fields show the value that the port will get when the mode is applied.

R Access:
N Access ports are normally used to connect to end stations. Access ports have the following
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characteristics:

e Member of exactly one VLAN, the Port VLAN (a.k.a. Access VLAN), which by
default is 1

e Accepts untagged and C-tagged frames

e Discards all frames that are not classified to the Access VLAN

e On egress all frames classified to the Access VLAN are transmitted untagged.
Other (dynamically added VLANSs) are transmitted tagged

Trunk:
Trunk ports can carry traffic on multiple VLANs simultaneously, and are normally used to
connect to other switches. Trunk ports have the following characteristics:

By default, a trunk port is member of all VLANs (1-4094)
The VLANSs that a trunk port is member of may be limited by the use of Allowed
VLANs

e Frames classified to a VLAN that the port is not a member of are discarded

e By default, all frames but frames classified to the Port VLAN (a.k.a. Native VLAN)
get tagged on egress. Frames classified to the Port VLAN do not get C-tagged on
egress

e  Egress tagging can be changed to tag all frames, in which case only tagged frames
are accepted on ingress

Hybrid:

Hybrid ports resemble trunk ports in many ways, but adds additional port configuration
features. In addition to the characteristics described for trunk ports, hybrid ports have these
abilities:

e Can be configured to be VLAN tag unaware, C-tag aware, S-tag aware, or S-
custom-tag aware
e Ingress filtering can be controlled

e Ingress acceptance of frames and configuration of egress tagging can be
configured independently

# ] VLAN(Port

Determines the port's VLAN ID (a.k.a. PVID). Allowed VLANSs are in the range 1 through 4094, default
being 1.

On ingress, frames get classified to the Port VLAN if the port is configured as VLAN unaware, the
frame is untagged, or VLAN awareness is enabled on the port, but the frame is priority tagged (VLAN
ID =0).

On egress, frames classified to the Port VLAN do not get tagged if Egress Tagging configuration is
set to untag Port VLAN.

The Port VLAN is called an "Access VLAN" for ports in Access mode and Native VLAN for ports in

VLAN) Trunk or Hybrid mode.

Ports in hybrid mode allow for changing the port type, that is, whether a frame's VLAN tag is used to
classify the frame on ingress to a particular VLAN, and if so, which TPID it reacts on. Likewise, on
egress, the Port Type determines the TPID of the tag, if a tag is required.
Unaware:
On ingress, all frames, whether carrying a VLAN tag or not, get classified to the Port VLAN, and
possible tags are not removed on egress.
C-Port:
On ingress, frames with a VLAN tag with TPID = 0x8100 get classified to the VLAN ID embedded in
the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port VLAN. If frames
must be tagged on egress, they will be tagged with a C-tag.
S-Port:
On ingress, frames with a VLAN tag with TPID = 0x8100 or 0x88A8 get classified to the VLAN ID
embedded in the tag. If a frame is untagged or priority tagged, the frame gets classified to the Port
VLAN. If frames must be tagged on egress, they will be tagged with an S-tag.

ik [388 (Port Type) | s-Custom-Port:
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On ingress, frames with a VLAN tag with a TPID = 0x8100 or equal to the Ethertype configured for
Custom-S ports get classified to the VLAN ID embedded in the tag. If a frame is untagged or priority
tagged, the frame gets classified to the Port VLAN. If frames must be tagged on egress, they will be
tagged with the custom S-tag.

ANOigiE(Ingress
Filter)

Hybrid ports allow for changing ingress filtering. Access and Trunk ports always have ingress filtering
enabled.

If ingress filtering is enabled (checkbox is checked), frames classified to a VLAN that the port is not a
member of get discarded.

If ingress filtering is disabled, frames classified to a VLAN that the port is not a member of are
accepted and forwarded to the switch engine. However, the port will never transmit frames classified

to VLANSs that it is not a member of.,

ANO#EZZ(Ingress

Hybrid ports allow for changing the type of frames that are accepted on ingress.

Tagged and Untagged
Both tagged and untagged frames are accepted.

Tagged Only
Only tagged frames are accepted on ingress. Untagged frames are discarded.

Untagged Onl
Acceptance) Only untagged frames are accepted on ingress. Tagged frames are discarded.
Ports in Trunk and Hybrid mode may control the tagging of frames on egress.
Untag Port VLAN
Frames classified to the Port VLAN are transmitted untagged. Other frames are transmitted with the
relevant tag.
Tag All
WO All frames, whether classified to the Port VLAN or not, are transmitted with a tag.
Tagging(Egress Untag All ~ ] ]
. All frames, whether classified to the Port VLAN or not, are transmitted without a tag.
Tagging) This option is only available for ports in Hybrid mode.
. Ports in Trunk and Hybrid mode may control which VLANs they are allowed to become members of.
o Access ports can only be member of one VLAN, the Access VLAN.
VLANSs(Allowed The field's syntax is identical to the syntax used in the Enabled VLANS field. By default, a Trunk or
Hybrid port will become member of all VLANSs, and is therefore set to 1-4094.
VLANs) The field may be left empty, which means that the port will not become member of any VLANSs.

Forbidden VLANSs

A port may be configured to never be member of one or more VLANSs. This is particularly useful when
dynamic VLAN protocols like MVRP and GVRP must be prevented from dynamically adding ports to
VLANS.

The trick is to mark such VLANSs as forbidden on the port in question. The syntax is identical to the
syntax used in the Enabled VLANS field.

By default, the field is left blank, which means that the port may become a member of all possible
VLANS.

IFEFSIR O

BRAREEE, Bk IFESRO. B 2" REFETRER0.

BE "RE" ILEREN.

4.2 infeE

imCPRE AT IREIR O EREER. wORESESEER VLAN RIRGRERM, EEEIH.
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4.2.1 3w O34

ZSHE AT LIS iR ADE, ERRIRR O Z B LR ETER.
o

SERROTURRBTSNHOE, FER M HORERTEE—MROEA, WNHOZEREIAELEIER.

FEEWEN, BF "wOKRE" > "wORSE" | WTEFMR:

FESHEE G o
:mﬁg wONE RRORS EanmET [
MROEE PR
»POE WiEE [ =m0 (123456780 [10][11 12[13][14[15[16]17[18][19]20]21]22]23[24]25]26
~ =R [ 1IMMMMMMMMMMMOOOOOOOOOOOOOOO
':*‘LAfriﬁ’-ﬂii L] 30000000 MYMAMM MMM MMMMMSA MMM
WA H - 2
R e
-i2044
= i bR
e

4-2-1 iAo EIRE

4.2.2 i AR E

BEEWEN, BE "SRRE" > "'

wmORE" > "wORE" . WTEFFR:
MERS TS &
HimCB R i&[1]
»POE 1[2[53[4[5[6] 78] 9[10[11[12[13|14[15]16][17]18]19]20]21]22] 23] 24 25]26
i OJO0o0o00oddooxMO000D0 000000 MMM MICD
= MACHH =
wigOPREs
= 3% +14H
& TaTEr

4-2-2 inAfREIREEO

B ECE RGN

iHO5IR AT BiERiR O Z B ARSI R AR .

BE "RF R, EEETMER.
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4.3 STP

RN (STP) IRTHRTEMES DR/ R IDLEIRER AW BIR AR, EEREENEPREZE
FERORAPIAES EXER, ZHRAAY STP INRERERTNEA. LS =AM hRARIERA MY . STP. RSTP,

MSTP,

4.3.1 STP £FIRE
FEUCRE, FPAEILEE STP MBS,

BEUTEO, BRE "BREE" > "STPASR" > “STPMHHRE" , WITFx:

kInformation & Status
¢ Network Admin

b Port Configure

pPoOE

w Advanced Configure

= MAC Table

a WL AMNS

pPort Isolation

= Loop Protection

w3Spanning Tree
» Bridge Settings
= MSTI Mapping
= MSTI Priorities
= CIST Poris
= MSTI Ports

HPMC Profile

= MEP
= ERFPS
»IGMP Snicoping

pIPVE MLD Snooping
slLOP
k Security Configure
p Q05 Configure
p Diagnostics
kMaintenance

AIECERYFRRAN T A :

3 188

STP Bridge Configuration

Basic Settings

Protocol Version RSTP v
Bridge Priority 32763 v
Forward Delay 15

Max Age 20

Maximum Hop Count | 20

Transmit Hold Count | &

Save , Reset

[ 4-3-1 STP B8 BEN

MM ARZS

{EF TAERERIGIREE AR EHITRI STP kA, B1a:

STP - RIS, TR E2BIREERMNIIMK (STP),

RSTP - IRIL 24, £ LERIRERIEERMINMY (RSTP),
MSTP-IERIt S, I ELBIREZEMMIIMNY (MSTP),
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Bridge Priority

iz STP MFRIER, MRAEFRRESHILSER.

Controls the bridge priority. Lower numeric values have better priority. The bridge priority
plus the MSTI instance number, concatenated with the 6-byte MAC address of the switch
forms a Bridge Identifier.

e RIERAYE Forward
Delay (4-30)

HRIERINIZETTE N 4 Z 3070, EAER 157,

RALEFRYE) Max Age
((6-40)

REFKENWHERLRR BERFASEMNBSRIUREBERPITALLRIEIA, MME
I ERRIBERERE. BUMER 20,

ERABEEL (6-40)

BT REERIRAIER BPDU (WX EIESRTT) SiREMREFZAIENNX
EHIREZ AR, BIEESET—aRBENSED—b, E2IBEER O,
FBFRILURERIBEIES 6 = 40, BOMEA 20,

REIRZFERF (Transmit
Hold Count) (1-10)

BT RES/ JEEMRATER Helo BIEERNRAHE.
MBS 6.

ZEEEEN 1 =10, B

BE "RE R, EEXYSEOAMHIRYER.

4.3.2 MSTI Mapping
FEUETUE, AR LARC & SLffRRET.

BEUTEN, BRE

BREE >

“STP &ptd” > “MSTI” |, WITFr7s:

pInformation & Status
pNetwork Admin
pPort Configure
»POE
w Advanced Configure
= MAC Table
o WLAMNS
» Port Isolation
= L oop Pratection
w3Spanning Tree
" EI_[idge Settings
= MSTI Mapping
= MSTI Priorities
= CIST Poris
= STl Ports
pIFMC Profile
= MEP
= ERPS
»IGMP Snooping
pIPVE MLD Snooping
=« LDP

AIECERYFRRAN T A :

Configuration Name

MSTI Configuration
Add VLANs separated by spaces or comma.

Unmapped VLANs are mapped to the CIST. (The default bridge instance).

Configuration Identification

bl-1c-91-02-11-15
Configuration Revision | 0

Configuration Name

MSTI | VLANs Mapped

MSTI

MSTIZ

MSTI3

M3TI4

& 4-3-2 MSTI Mapping i€ &&0

FLE MSTP B9ig43
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Configuration Revision

EZ& Configuration Revision

MSTI Mapping

N FEIRITARY vian

BE "RE R, BEEYSEOAMIRYER.

Y.

4.3.3 MSTI Priorities
EITAE, FPRLARL S SopmkEY,

BEUTERN, BRE

"SREE" >

\‘E%“:%iiﬁﬁaﬁ MSTP, IRRIRIATHANZEZEM Configuration Name, Configuration Revision {HEHIECE.

“STP &pitid” > “MSTI Priorities” , 0 FF7:

pInformation & Status
kNetwork Admin
pPort Configure
rPoE
wAdvanced Configure
= WMAC Table
= WVLAMNS
pPort Isclation
= Loop Protection
wSpanning Tree
= Bridge Settings
= MSTI Mapping
BMSTI Prioriti
= CIST Ports
= M5TI Ports

BES

AJECERIFERAN AR :

MSTI Configuration

MSTI Priority Configuration

MSTI

| Priority

CIST

MSTI
M=TI2
M=TI3
MSTI4
M=TIS
M3TIE
MSTIT

i ¥
32768 ¥
32763 v
32768 ¥
32763 v
32763 v
32768 ¥
32763 v
32768 ¥
& 4-3-3 MSTI Priorities i B&

MSTI Priorities

EeESLHILES, SBER 0-61440

Bl RE 1R, BERIEWOREEIEL.

Y.

TR ECE AR MIE 4094 BNEEL, 1EESEER 0-61440.
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4.3.4 STP iz IR E

BRE "BRRE" >

rinformation & Status

"STP &t > "STPIRIRE" , WA

STP CIST Port Configuration

rNetwork Admin
o Conas
rPoOE ﬁﬂﬁ'{t—tﬂ-
wAdvanced Configure Paort | Eﬂim Path Cost | Priority | Admin Edge | Auto Edge w BPDU Guard ‘
-.‘r.'.-"\C . L Auto v 128 » Non-Edge » FDICEC e ¥
aVLANS

»Port lsolation

L 00p Prosec bon GISTPWMWW

wSpanning Tree A Restricted
Port Path Cest Priority | Admin Edge | Auto Edge BPDU Guard
= Bridge Settings Enabhd Role | TCN
= MSTI Mapping 7 > ¥ = P v 7
= KISTI Priorities
= CIST Ports 1 Auto v 120 ~ Mon-Edge * v Auto =
a S 1T POiS 2 Auto v 128 Non-Edge » La Auto v

AIECERYFERAN T AA
24

N =)

& 4-3-4 STP ix[igEBEE N

1A

wiEFRFEAZmAR STP Ih8EE.

R1ZFFEE (0=Auto)

RATFEN—EERE, RAERHIESIIEEROFIRIBXITH, hOFHEIHKE)
RENREAN—EEE. WAENO (Ba)) . HFWE, SEZRORERMES
AIRTREMERTLEE R,

Controls the path cost incurred by the port. The Auto setting will set the path cost as
appropriate by the physical link speed, using the 802.1D recommended values. Using the
Specific setting, a user-defined value can be entered. The path cost is used when

establishing the active topology of the network. Lower path cost ports are chosen as forwarding
ports in favour of higher path cost ports. Valid values are in the range 1 to 200000000.

R HiRORERETFE R, MARBFRAREONELIRES.
1% True 2%, TPBIROIBENLRIKO. %&E “False” FTRizxOAREBLFRO
K&, B, BeTLIEFE "Auto” IR, EFE" Auto” B, SRERORTWE
Sl BPDU #R3RfER B RN R im0,
SO &SI (Restricted | EFA RIS, #E3E True 7 False Z AR OAEIRE. MRIREHA "True “, i
Role) SWIEENRIRO. EAR" False” .
BRGNS RN BN AIERERHON—ME 8 BPDU, BF BRI, BXaE

(Restricted TCN)

True 70 False Za)iJ#%, BAIAJSS “False” .

BPDU {&iF

WMRFFEZINEE, imOUeZE) BPDU #RXES, =i Disable(Shut Down)IkZ.
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R True FRABAEERE, P2PiROXLFBEZRO., HWESHHNEINEER
I=pOi=1 "Auto” ,

o

BE "RE R, RS0 TER,

4.3.5 MSTI Ports
FA P e] B & SLflim ORI AR LA BE 12T F4H.
BRE "BRRE" > "STPAERMK" > "MSTI Ports” , 81 TFAx:

TN X Miatus MST1 MSTI Port Configuration

» Network Admin
b POE Port | Path Cost [ Priority
w Advanced Configure B 128 v
= MAC Table
=« V0LANS -
»Port Isolation MSTI Normal Ports Configuration
« Loop Protection Port | Path Cost | Priority
wSpanning Tree | e v <> v
= Bridge Settings
« MSTI Mapping 1 [Auto ¥ L
= MSTI Priorities 2 |Auto v 128 v
nLIST Ports. 3 Auto v 128 v
= MSTI Ports | —

5-3-5 MSTI Ports iRE&0

AIECERYFRRAN T A :

24 iz

RFEXN—EEE, FrEAHIESINEEROFIFRIEBXHE. wOMFHEI#wE
REFREN—NEEE. BAMERO (Bah) . HFEE, EEzmORERIES
RIRTREMERTLEE R,

Controls the path cost incurred by the port. The Auto setting will set the path cost as
appropriate by the physical link speed, using the 802.1D recommended values. Using the

Specific setting, a user-defined value can be entered. The path cost is used when
establishing the active topology of the network. Lower path cost ports are chosen as forwarding

BREFTHE ports in favour of higher path cost ports. Valid values are in the range 1 to 200000000.
s HimONESEFE—HR, MRRARAREONERINS.

39



7= b T

4.4 MAC it

FAFEILAERS M EECE MAC il RABXAVIRE,

BEUTEN, BRE "SRRE" > "MACHUER" , WITFAR:
MERS TS

PR MAC fibhi e
»im I B Aging Configuration
pPoOE
- S ZHBmEN |
= MACHHIH: EALIRE 300 i
= VLANS
riR OIS MACHEWFESF>
»DHCP —
« TR LaF
1[z2z[3[a]5]e[7[8[a[i0]11][12[15[14[15[16[17[18[19]20]21[22[23]24][25] 26
Hil @ @ @ ® ® @ @ @ ® @ @ @ @ ° @ (@ @@ @@ @®@
= MEP ros g -
=« ERPS E=H O O | sl K : A
»IGMP Snooping L0000 0000000000000 00 0000000000
= LLDP
VELFRE s MACHEEE BoE
rR0SH R a0
» s BR B [ VLAN ID | MACHEhL [1]2[3]4]5]6[7]8]9]10]11]12]13[14]15]16[17]18]19]20]21|22]23|24] 25|26
PRI

&

4-4 MAC HEUFEIZ S5

AIECERYFRRAN T A :

S 1563

ZRBEmEN NRDIZZERENEN, BPASTHRZEIRIENE MAC DGR SE X,

HITEIAR, ENFESIRIENS MAC HHIETE 300s [BESWBmEN. RFIEIEEE
E L AtiE 73 10-1000000 7,
NS 3 F MAC b SR

1. B#, BT, WOEEEES MAC ibit,

2. B, ZEXT, mOABAEI MAC Hbit,

3. &%, ZiERXT, mOREACEESFHS MAC itk (R MAC thh)i9EuE
MAC ibtitE2S) o

BE "RE R, RS0 TMER,




;iz:

[m]
HA

Fi

4.5 IGMP Snooping

IGMP Snooping (Internet Group Management Protocol Snooping, IGMP {iiffr) ET{EE_BLAKMIZIEH _EAIERE

EEEEHALS.

SfERT IGMP Snooping, 3Tl RITEMEL LIZIGEIRY IGMP #7332, J93ZigtlizFNE A IE T IRET

RER, FHRIEESIAIMRET KRR R BIRELSIER.

4.51 AR E

BE "SBRKEE" > "IGMP Snooping” > "EARIRE" , ATEERIIAY IGMP Snooping EAREESR, 4

TR7R:

pinformation & Status
p Network Admin
pPort Configure

rPoE
wAdvanced Configure
= MAC Table
n WL ANS
pPort |solation
= Loop Protection
pSpanning Tree
w|FMC Profile
= Profile Table
» Address Entry
= MEP
= ERPS
»|GMP Snooping
= Basic
Configuration

= VLAN
Configuration

= Port Filtering
Profile

AJECERIFERAN AR :

IGMP Snooping Configuration

Global Cenfiguration

Snooping Enabled

Unregistered IPMCv4 Flooding Enabled |«

Port Related Configuration

L

(o O T B = = S R T L T

o

Port | Router Port | Fast Leave | Throttling |

<=
unlimited »
unlimited ¥
unlimited »
unlimited »
unlimited
unlimited »
unlimited »
unlimited
unlimited »

unlimited »

] 4-5-1 IGMP Snooping EAFE

[EF Snooping

[EFFEZER IGMP Snooping JR7Z.
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SO IR IPMCv4 35t

HIROZISEEZ 3 RBAEIRM:FEE IGMP querier Km0,

Specify which ports act as router ports. A router port is a port on the Ethernet switch that
leads towards the Layer 3 multicast device or IGMP querier.

- If an aggregation member port is selected as a router port, the whole aggregation will act as a
B&EHIR O router port.

e Fast leavePerforms deleting MAC forward entry immediately upon receiving message for
RIEEF group de-registration

B RE RELENEN.

4.5.2 VLAN it B
BE "BREE" > "IGMP Snooping” > “VLANIERE" , AJEEIRMEAAI IGMP SnoopingVLAN BLEEE,

WA
pinformation & Status & : e -
s Notwort A IGMP Snooping VLAN Configuration Refresh || |<= P
EECI Eontintes, Start from VLAN |1 with |20 entries per page.
»PoE
~Advanced Configure VLAN Snooping Querier Querier i Ql QRI (0.1 LLQi (0.1 URI
= MAC Table ‘ LiE ‘ ID Enabled Election Address S RLIT]| ER Al (sec) sec) sec) (sec)
=VLANS -
»Port Isolation Add New IGMP VLAN
= Loop Protection
»Spanning Tree Save Reset_
wIPMC Profile
= Profile Table

= Address Entry
= MEP
=ERPS
wIGMP Snooping

= Basic

Canfiauratian.

= VAN
Configuration

] 4-5-2 IGMP Snooping VLAN Fit. &

AIECERYFRRAN T A :

28 1388

VLAN ID
BREsEZRET VLAN A9 IGMP Snooping, RFERASIFE 324 VLAN L5
_ IGMP Snooping,
FH/E Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

. ﬁ\% H
Querier 7=i% (Querier 5 k24 ) IGMP Querier 3%

Election) Enable to join IGMP Querier election in the VLAN. Disable to act as an IGMP Non-Querier.

Define the IPv4 address as source address used in IP header for IGMP Querier election.
When the Querier address is not set, system uses IPv4 management address of the IP
interface associated with this VLAN.

Querier #tbtit (Querier When the IPv4 management address is not set, system uses the first available IPv4
management address.

Address) Otherwise, system uses a pre-defined value. By default, this value will be 192.0.2.1.

BE RE RELENEN.
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4.5.3 Port Filtering Profile
BE "BREE" > "“IGMP Snooping” > “Port Filtering Profile” , aJLAJER IPMC Profile BECEFHIH

e

pinformation & Status
pNetwork Admin

IGMP Snooping Port Filtering Profile Configuration

» Port Configure Port | Filterina Profile |
»PoOE 1 4 zubo ¥
+Advanced Configure 2 - - v
» MAC Table 3 = ¥
o VLANS 4 s - v
»Port Isolation 5 s = v
= Loop Protection . I v
pSpanning Tree 7 - 3 v
+|PMC Profile .. 5 =
= Profile Table g s b ]
= Address Entry 10 - 3 v
« MEP
= ERPS

|GMP Snooping
= Basic

Save || Reset |

Configuration

u VAN

Configuration
= Port Filtering

Frofile

AJECERIFERAN AR :

24 iz

P 4-5-3 Port Filtering Profile fit &

VLAN ID
BREsEZRET VLAN A9 IGMP Snooping, RFERASIFE 324 VLAN L5
_ IGMP Snooping,
FF2 Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

Querier Z=i% (Querier
Election)

Ja i 25 F IGMP Querier 31k
Enable to join IGMP Querier election in the VLAN. Disable to act as an IGMP Non-Querier.

Querier #B31E (Querier
Address)

Define the IPv4 address as source address used in IP header for IGMP Querier election.
When the Querier address is not set, system uses IPv4 management address of the IP
interface associated with this VLAN.

When the IPv4 management address is not set, system uses the first available IPv4
management address.

Otherwise, system uses a pre-defined value. By default, this value will be 192.0.2.1.

BE "RE RELENEN.

43


http://192.168.2.1/help/glossary.htm

7= il

Fi

4.6 IPMC Profile
FAFRIE IS RS

B "BREE" > "IPMC Profile” > “Address Entry”

v WA

pinformation & Status

Sl IPMC Profile Address Configuration

» Port Configure Navigate Address Entry Setting in IPMC Profile by |20

»PoE

w Advanced Configure

Delete [ Entry Name | Start Address

End Address

= MAC Table 1 225123

225124

= WVLANS
»Port [solation Add New Address (Range) Entry
» Loop Protection S )
»Spanning Tree Save || Reset
wI|PhC Profile

= Profile Table

= Address Entry.

AJECERYFERAN T AiA
28

Entry Name i O\ s B I YR 2 R A4 R

1A

Refresh ||

|=<

Start Address EINFFERY B RS I
End Address NG5 SRR ZEL R

BE RE RELENEN.

SR ISEREFIR

B "SREE" > "IPMC Profile” > “Profile Table”

v WA

=
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pInformation & Status 2 ?
BT IPMC Profile [zubo] Rule Settings (In Precedence Order)
» Port Configure Profile Name & Index | Entry Name | Address Range | Action | Log |
v RoE zubo 1 1v| 225123~225124 |Permitv| [Enable v %
= POE Sefting
» POE Scheduling
= PoE Status ; Add Last Rule

w Advanced Configure
= MAC Table
sV ANs
pPort Isclation
= Loop Protection
pSpanning Tree
w|FMC Profile
= Profile Table
= Adaress zniry
= NMEP
=ERPS
MIGMP Snooping
HIPVE MLD Snooping
s LLDP
» Security Configure
Q05 Configure
pDiagnostics
pMaintenance

| Commit || Reset

ikl
Entry Name T hisE kR OB 1Y) Address Entry
Action THOERE Deny & Permit
Log T HiiE#E disable 54 enable

4.7 IPV6 MLD Snooping
IPV6 MLD Snooping 2T {FE_—ELAKMAZ M, _EAVBREETRF I HANL S,

ZEAT IPV6 MLD Snooping, LB MITE Mz LZEIRY 1IPV6 MLD 232, Jsc#atlzCIFNZEREAE

HFEESTBRETRR, FHRIEE ARG KRR R BIREEIER.

4.71 AR E

BE "BHREEH" > "IPV6 MLD Snooping” > "EAIRE" , AIEEREA IPV6 MLD Snooping AR

BER. AR
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pInformation & Status

p Network Admin
pPort Configure
»PoE

w Advanced Configure

= MAC Table
nWLANS
pPort |solation

» Loop Protection

pSpanning Tree
w|PMC Profile

= Profile Table
» Address Entry

= MEP
=ERPS

MIGMP Snooping

6!PV6 MLD Snooping

= Basic

Configuration

= VLAN

Configuration
» Part Filtering

Profile
«LLDOP

¥ Security Configure

pQ0S Configure
p Diagnostics
pMaintenance

AJECERIFERAN T AR :

24

[EF Snooping

MLD Snooping Configuration

Global Configuration

Snooping Enabled
MLD SSM Range

Proxy Enabled

Leave Proxy Enabled

Unregistered IPMCvE Flooding Enabled |«

ffae: /196

PO Related Conmgaration

Port | Router Port | Fast Leave |

=

[ R B et B = 3 & I e R

=

Throttling |
o A

unlimited ¥
unlimited ¥
unlimited ¥
unlimited ¥
unlimited *
unlimited
unlimited ¥
unlimited ¥
unlimited ¥
unlimited ¥

Save || Reset

[ 4-7-1 IGMP Snooping EAFIE

Rl

[EFFEZER IGMP Snooping JR7Z.

SRS IR IPMCv6 35t

HIROZISEEZ 3 RBAEIRM:FEE IGMP querier KR,

Specify which ports act as router ports. A router port is a port on the Ethernet switch that
leads towards the Layer 3 multicast device or _MLD querier.
If an aggregation member port is selected as a router port, the whole aggregation will act as a

E&HRim router port.
_— Fast leavePerforms deleting MAC forward entry immediately upon receiving message for
PRIREFF group de-registration

BE RE RELENEN.

4.7.2 VLAN i 8B

BE "BREE" > "IPV6 MLD Snooping” > “VLANIRE" , aIEEZEIA IPV6 MLD Snooping BtE

B8 T
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pinformation & Status

+ NetwOrA R MLD Snooping VLAN Configuration Refresh |[ << |[ >>
bEoit Contigure Start from VLAN 1 with |20 entries per page.
»POE
+Advanced Configure [ Delete [ VLAN ID | Snooping Enabled | Querier Election | Compatibility | PRI [ RV | QI (sec) | QRI (0.1 sec) | LLQI (0.1 sec) | URI (sec) |
= MAC Table
SVLANS Add New MLD VLAN |

pPort Isolation
= Loop Protection
»Spanning Tree
MFPMC Profile
= MEP
=ERPS
MIGWMP Snooping
= Basic
Configuration
= VLAN
Configuration
= Port Filtering
Profile
=LLDP
» Security Configure
pQoS Configure
pDiagnostics
»Maintenance

Save || Reset |

P 4-7-2 IPV6 MLD Snooping Fit. &
AIRCERIFERUI T AMA
B4 L

VLAN ID

EAsEZBAET VLAN f§ MLD Snooping., RZERASIFE 324 VLAN LEA

MLD Snooping,
FH/E Snooping Enable the per-VLAN IGMP Snooping. Up to 32 VLANSs can be selected for IGMP Snooping.

Querier 55% (Querier | . v+ s MLD Querier 3%

Election) Enable to join MLD Querier election in the VLAN. Disable to act as an MLD Non-Querier.

BE "RE RELENEN.

4.8 ERPS
ERPS (LUAFIFMRIPHINR) REFIUARMTRPIIRVE MTUATAE (TU-T G.8032) . EEISHIMIUAR

BRFMEPEIE (0AM) IhEE, LARLAKMIAMSAIEIR BRI (APS) MHITES. ERPS I

HRFNPRILIARGREIREVNT 50ms FIBSRMRIF. IR T LIKKMEFR RSN,

£—Ah, ERPS #J4AZS NRHES RPL $ER8, BOILIRESAZRY, SERAISHPERY, EIRIPIIHRINEERE
HEIIERR, FAEAERREFEIRIEE RPL HERS

ERPS ANiEFIHEES

RPL (AMRIPHEER) —SRINSEIHRIEE, fSERLARI LR ERZRGEARRAYSEES.
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RPL BTIR(RPL Owner)—i&EZE| RPL TR, ATZRIRERIIEE RPL ERURE, LUIRERIPIRSIIERR
BEZE,

RPL $BET S (RPL Neighbor)——5 RPL Owner T s BiEiERAI SR T .
R-APS (FR-BahfFP)iR) —Y.1731 #1 G.8032 EXAISGHEE, FAFI@IY RAPS VLAN (R-APS {51&) Ihgeth

AR LRIRIPISEE.

ZRPH VLAN— ) £78 VLAN, BT EREENMNERE.

L]
*, = 7E/5F ERPS ZAl, RIfEMHO_EZEA STP.
BEEETENEN, BRE "SREE" > "ERPS ", WITA:

MEESHE : .
 FHR PIAR] tRiEIAMI(ERPS) (RIPELE

VEORE Hiks: | Ring ID | ZrifiPort | FafPort | Ring3® | Hi%i: | +Ring ID [ &5

»PoE O 1 1 2 =Ring No 1 L

v EIRE
« MACHHH | FmsitRingsml | | BZ || == |
o VLANS
HROPRE
pDHCP
= TR 3P
PSTPE i
= MEF
=ERFPS

4-8-1EPRS iRE

AJECERIFERAN AR :

Ring ID ERPS Ring {#4P3L41 1D

%[ Port(East Port) FRERH, EEFEHFSS Ring (RIPAIROS

74l Port(West Port) AREmE, EEREFES Ring (RIFEIBS— MmO S

gi& " E£Ring"” 8(& "FRing " REFEZHANAN, 7HEEE" FRing ",
Ring K% 2L\ Ring 25884 £ Ring ”
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HHEY & EZIM(Multi Ring) LA, FEIRSER 2 MEEZ MM RINg) T REDAEET .

fEE8R3IR(Single Ring)RZFE9, 3 Ring ID 5 Ring ID —&.
% Ring ID EZIR(Multi Ring) R F#, F Ring WBES = Ring ID,

R-APS VLAN (1-4094) 1EEIEAIE R - APS VLAN A9 VLAN.

B "eUEHETAY Ring SL” %50, BPEDNZAINETAY ERPS Ring £RIFSEA,
B RE RE, EZAHRIER.

B "Ring ID” FUFhpyHEE, BIRIHAYRLE ERPS Ring EFECE, BHIMLATEO:

HEESTE

- TRIEIRIRIng B 1 EamE (| RSt
PiROBE =6l F2
PoE
:éﬁﬁ [Ring ID | mpon [ Eﬁport | EﬁlPoﬂ SF MEP Eﬁnpon SF MEP mponAPs MEP | FiPort APs MEP | Ring 281
« MACHH 2 [ 1 =Ring
= VLANS g
rim bR bl e
»DHCP CEE | ERSWITR)Time | #E5ES | (RIFVLAN Bl
= IR IRP Tmin_v ™ EFVLAN
PSTRAER e
= MEP RPL({RIPHEER) BeE
= ERFS e
SIGMP Snooping RPLAS | RPLIM | EE
«LLDP % MIES v O
~REME SRS
B RIS
= RIEMEAT, #r@Port | FaM@Port RPL Un- No APS #@Port | #aMPort | FOP
=HTTPS Port Port L APS ﬁlﬂ blocked Received | BEHE | BElE | &%
el Protected SF  SF gt 'l Blocked  Blocked
HPRER I RAP
»ARPIETI &7 || EE

& 4-8-2EPRS SLAIEE

izl

WTR FHE (5-12) RIFZEEEFHI R-APS THEERY WTR ET“EH ZRIARY WIR AIE2 1 8.

SR WEZSIREHFER THERE, SRHEER R-APS IREIETHIRE.

{4 VLAN BE "fRIPVLAN" &£, aTEANFRIESZRIPAY VLAN 4,
RPL 2 ERATHIZEER, oNEE” I" , " RPLOwner “, " RPL Neighbor "Bt
RPL i%O ERATAEER, FER” &" , " &M@ Port “, " FMA Port “,

BE RE R, EZFFEK.

49




7= b T

s IR VIAN' B4, TGRS VLAN BE.
RIfFIPRing VLAN & 1

ks | VLAN ID
] 1

| Hmh=E || EE |

|2z || == |

LY
4\ AR RFEBARI VLAN 1A VLAN, INRAPEEEREE RIIEM VLAN /ERRIP
 VLAN, TILAEZREH TRIE.

49 LLDP

S4500 324 LLDP (SERERIIUNY) | ATLIBARSENNEEREN. S8, RERR. #O
REERABEMARR TLV (Type/Length/Value, EBI/AKEE/E) , FHII%E7E LLDPDU (Link Layer
Discovery Protocol Data Unit, $#IRERIIMNYEGRRETT) FRMESEHCEENSNE, BEKEIXLEE
BEEESELRE MIB (Management Information Base, BIREEEE) WFIRFESR, IENKSER
FERRAEERIBERR.

AJEE2RF LLDP YUER, IRCREEH. BERE. EfAER. EENEHER.

imC RIS FE/55A LLDP Y, FEEREAmMPEAIER, U AL, RABF. REmE. RE
B, EmEtIHER.

BEENTEO, B8E "SXKEE" > "LLDP" , WTF:
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MEES W

RS LLDP fil&8
(S Wit LLDP =&
»PoOE
- EIREE Tx Interval |30 seconds
= MACHIIHE Tx Hold 4 times
;;%LSFES% Tx De!a? 2 seconds|
»DHCP Tx Reinit |2 |sec0nds
« IR {RIR g
et LLDP $401E
= MEF oJi% TLVs
=ERPS _ R == Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
__»IGMP Snooping = [ v =] ] W«
'.ALLE;... ] 1 [Disabled v i
ERED 2 |Disabled v W] [ ] [l
«FEINES 3 |Disabled v ¥ v vl
«HTTPS 4 ¥ ] ¥
o2 : =

[l 4-9 LLDP EcE&E M

4.10 31 %1237 (Loop Protection)

N IRIF (Loop Protection)IIREIREECEI T : MRBEIROHITEBHAMIFRE. XAEKE, BFELEX

IRtRSRERE, LARIROXARISEE. EAMINEEERFE, BEBXNRNHS N ARITINREE, 7
EREREEEMMCIRT, ImONEITREEEMY 3 FtIES I Xis0. XixAFICASE. MCEE;

EEEEzEN, BRE "SHREE" > "HE{RIF(Loop Protection)” , WIF.

HEESHE
S FEEE IEFEIPECE
O
rPOE =
o o1
e FEREER =E v|
= MACHI I - e :
“VLANS Transmission Time | |5 seconds
}ﬁ%uﬂ%% Shutdmlh‘n TimE 180 Seconds
PDHCP
B
’3L§ﬁﬁ B0 | | e (TR
«ERPS E |‘::“ﬁ v v
FIGIMP Snooping 1 W | EERD vl [F8 v
=LLDP 2 W | =FEEO v| [F2E v|
VEEE 3 o [E@wO v| [F= v|
»QoSEE 4 M [EEmD v| FE v
» BRI 5 M [Z&EwmO v] [FE v
fo 6 W [Eawd V| [FE V]

4-10 IR EE O
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AIECEFRRBAINT

24 Lz

ERfE EATEBI3E NLB 54% FDB &H.
Bi% EATAIE NLB 4B#% FDB &H.
VLAN &R BRI BRI N2 AU AY NLB 4B3% FDB & H# VLAN,
VID (1-4094) BHRBGEHFBEA VLAN ID,
MAC it IMNECIERY NLB BB E4HRE FDB KB MAC ititit,
| BFEERRENKO. B "2 &, EELEnO.

B WA R, BZAEEN.

BE ER" &, BREPRANGE. BE "wE" IR, EHRENRERER.

B MR &=, MERENRE.

5QoS it &

QoS /2 |EEE 802.1p tnEM—FSCHl, ERAITFMEEERANEERN BHRET R EE &Mt RIN—fTS
U, W VolP (EEXMIMSGEERIK) , web RIESNARERF, MHARSRNAREFEIBIEN. HIHEEAERTLLA

123

BEmie, RARFEEAAEENEEER. SEAS MIEREO LE 8 NMEMY, XIS RN R
RIEIER, FHRORR ARSI,

BRI LB N ROE ) \ NI ERERMSHRNG (J\NFRIRSS) .

5.1 im[ QoS

\\l
ES

SRR E B MmO S ECEIA 802.1p fLsek LUK DPL, PCP, DEI HER. M RIIBRLTRIFCH
0 (REILKR) B 7 (&SMER) .
EEFRWNTEN, BRE "QoSEE" > "WwHOn3E " WT:
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HEESEE
reERE
b BT
rPOE
[=E 8
PESTE
TQ“S‘EE
= IREIA2E
=53] Policing
= SRR
n i EET
= QoS F5IE
= FLEHH

B ECE RGN

CoS

= i

QoS AO#

Port | CoS | DPL | PCP | DEI | Address Mode
[ vl v[e Ve v [ vi
1 |C| V| |DV| |I}V| |CI V| |SDurce V|
2 |CI V| |I}V| |IZI V| |CI V| |Source V|
3 (0v| [0v] [0v] [0v] [Source  w|
4 [0wv| [0w] [0wv] [0v]| [Source V|
5 [0v| [ov] [ov] [0v] [Source V|
6 (0wv| [0v] [0v] [0v]| [Source v
7 [0v| [0v] [0wv] [0v] [Source  v|

& 5-1 im0 o RIREEN

Controls the default class of service.

All frames are classified to a CoS. There is a one to one mapping between CoS, queue and priority.
A CoS of 0 (zero) has the lowest priority

The classified CoS can be overruled by a QCL entry.

Note: If the default CoS has been dynamically changed, then the actual default CoS is shown in
parentheses after the configured default CoS.

DPL

Controls the default drop precedence level.

All frames are classified to a drop precedence
level.

The classified DPL can be overruled by a QCL
entry.

PCP

Controls the default PCP value.
All frames are classified to a PCP value.

If the port is VLAN aware and the frame is tagged, then the frame is classified to the PCP value in
the tag. Otherwise the frame is classified to the default PCP value.

DEI

Controls the default DEI value.
All frames are classified to a DEI value.

If the port is VLAN aware and the frame is tagged, then the frame is classified to the DEI value in
the tag. Otherwise the frame is classified to the default DEI value.

Address Mode

The IP/MAC address mode specifying whether the QCL classification must be based on source
(SMAC/SIP) or destination (DMAC/DIP) addresses on this port. The allowed values are:

Source: Enable SMAC/SIP matching.

Destination: Enable DMAC/DIP matching.
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BE RE RE, BEZEEN.

5.2 i Policing

EEEENTEN, B8RE "QoSEE" > "iwM Policing “, 417 :

MeBS5IE
R ETR
p iR IR
pPoOE
(=1
(&
+~QoSHER

Oy Mg e

= i Policing

AIECEFRRBAINT

QoS A Policers

mO|BHA| =% | 8 |
7 500 [<= W

00| |kbps W

500| |kbps W

00| |kbps W

500{ |kbps W

=t
]I:IDDI:II:Im

JLAOIL WO

[ S % B (V5 B

5-2 %0 Policing iIRBE&EO

[EF it FE k% 45 F 3 11\ 1 Policing.
. Controls the rate for the policer. The default value is 500. This value is restricted to 100-1000000
&= (Rate) when the "Unit" is "kbps" or "fps", and it is restricted to 1-3300 when the "Unit" is "Mbps" or "kfps".
. Controls the unit of measure for the policer rate as kbps, Mbps, fps or kfps . The default value is

4% (Flow Control)

If flow control is enabled and the port is in flow control mode, then pause frames are sent instead of
discarding frames.

BE "RE R, EEETMER.

5.3 XI.Z2HNH

EETEWNTEN, BRE "QoSEE" > "N&EH " wF:
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HEESIEE
e I BRI
VROERE WA | j5A | 39 (pps)
VPOE mE O [ Vv
(=5 AT EE ]
~QoSHERE
Iﬁﬁuﬁﬁ s
=i AR
= i SR
= Qo5 1 [51F
= FAL 4]
5-3 im M Policing IREEO
BJECEF R T :
ESig] AL SR R A4 H 8 (Unkown Unicast), A #1444 #%(Unknown Multicast), |~ #%(Broadcast)
=) i FH B A R4
The rate unit is packets per second (pps). Valid values are: 1, 2, 4, 8, 16, 32, 64, 128, 256, 512,
L 1K, 2K, 4K, 8K, 16K, 32K, 64K, 128K, 256K, 512K or 1024K.

BE "RE R, EEETMER.

6.1 EFHEHT

7 ZERE

SR SHE SRR,

EEEENTEN, BRE "wekE&" > "BiEn" | T
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HEESHRE

PmOERE =8
»PoE
HER
VR e :
- A EEET
nSHEER e
= RIEAIER R,

BE "RF R, EEETMER.

6.2 802.1X

AIRHVBEE LATS I A S U FmEE AT SR D MBS RIFNGE. REBMNEEMZEAZERNFEK,
BEEABEESERENAFEANSHE IR R RS PRIEURETE.

|EEE 802 IX AREEN T —MEFEOMEANESINY, UEKRBFERMEAERS SR AIXNERATGI, K
Br LRI A PRI RERYAIE. IHEE R OIGRMEINRE LIRS SR TETES, XERERFAER
INIER SR SBHIE I — N RiETIALE.

STHRHEFBIEMY RIAEMNY (EAPOL) EZFinmfl RADIUS IAIERRSS 28 Z [ERTHIAIEER, FALSIERFS
DFIRIERER, B—NEFIREEESRNANE MEO LAY, 3RS EXS EAPOL RUIBERA H—MBMN, i
EXISHANBIN B IR PIRMUB DRG] (FLARFE) | MRRTUSIEXEERE AL RADIUS, RADIUS K&

WIEXEERFAZEFImRE—MERHIEER]. RIEZFm RADIUS RIIRE, EFALUEBIXMAILEST
MRAEMIAIES .

RADIUS HIRIERBE A H—MEZTEREHR L. INRINEAINEIIS S AFRFBEME, 8, XMED

LRI EAP RIS SR,

BT EORLEES

AETEONDEEST, —BiEERSmI@IAL, B#ORMTHENRE, WEizEO EREHEiERE

BAZnhatREEZIRESEERORVIERMURSHEM. Eit, MRERIZONE—MHENR, BiX

MERERE T ST NEIRE, RBELMER EE—MRFEISAENILERMER ERFEIREEEE BT EhEZ

i, B, EHSAZERE.

T MAC LRSI REHA T 5e2F A 802.1XTAIELE, BLENLAENAE NERREEZE "21E" &
M. TS EERIEYIEEO_ CRHEENERAF—RIIRBERORNE, SMNEEROESUIREINERS S

BOINIERIE, SN ZE I MEIEREN MAC itiit, HAHESIE—MNBERN, XFEERSEIIIZE

EO S TEE.

I STHFE TR O 802.1x AIE, EXEALIER 802.1x £FIAIEER, INEFXREXMYAETEESE. HE
AL N DRSPS TIEN SECE, W5RFHRIN. 3|HIXHF. (£8E 802.1X, MAC JAILE.
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HA

Fi

EEEENTEN, BRE "R£&k&" > "802.1X" , WI'F:

HMERS T
VAR NASACE
FimOEH FRiiE
rPOE
T &t EL i
EORE BESAE | [
« P A EEEd 3600 Y
e 802X EAPOLEERY | |30 o
rAQL:m E{kmiE 300 L
Ghusels BERE |10 |
p ARPEE
PAAA wmOEE
}QDS‘E{% Auly Al =
Sty mD* Q% v||mD}lﬁi‘:| 7=t
VRN
1 [EREN v| 2FE2A | SEAL | SFEk
2 ERIER v| 2BZA | =EAE | SFek
3 FHEEN v RZF | SWAE | SFBsk
4 [FHEN v 2BZF | SWAL | SFEk

6-2 802.1X BcEE M

BE "RF R, EEETMER.

6.3 DHCP Snooping

6.3.1 =% DHCP

DHCP 4T 2 AARaNS o EcrI ERRIMES IR, 0P ibtk, —REZFIFIDHCP FRENIP AU
AR

DHCP Server

DHCP Client =
=
3
[ <]
H )
" J
L RS e e e e PR L e L P L e e L e EE PP P L PR LR L e P LEPPEPEERECREEEEERED *
i1
: 2. DHCPOFFER
S e i o b e Tt P S P L b CE L Tie s S Cif e CEETEREL *
1 3. DHCPREQUEST

4 DHCPACK

DHCP Client &ZHDHCP DISCOVER [ #&iR3745DHCP Server, #Client ZE—EREIRIZBIL
FIiRSS 2589, MEADHCP DISCOVER #&3Z,

DHCP Server YtZIDHCP DISCOVER kX5, RIE—ERISRIERESClient HECEIRGAIP i),
SRS & HDHCP OFFER R,

DHCP Client Z/DHCP OFFER &3 /J5, &HDHCP REQUEST &3k, B KIKENARSSEEFHLY,
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FESHMRS S CEZ I IRS ss o Bcitbilt,

AR5 ESEIDHCP REQUEST R, WIFRIFEEAASE, MNERALISE, WAZEDHCP ACK
B, WMRATHE, WAXDHCP NAK #23Z, DHCP Client IgZIDHCP ACK #R3Z, FiFFIA(E
FRIRSS S D EHISIE, WIS DHCP NAK, MEE$#T A% DHCP DISCOVER 3837,

6.3.2 % DHCP Snooping

DHCP Snooping: EADHCP iR, @dXdClient FIIRSEZEMNIDHCP ZEIRSGHITHRIR,
SCIIRS R R YSTE, RIRDHCP Snooping #2EI—A"DHCP R3S IERITHAE, BT ENEE
SCEAHE AR SZ 2808, TIAXIDHCP Snooping MI{HEFAZIM—LARIE R IHAEHI T —LEARER |
1) DHCP Snooping TRUST [: EHFDHCP 3REXIP RIRREIRICEER B, IWMmEE
EIEAIRSSEMMAFIESIP (B3R, FEESETIEAIRSSENIHRHNAFEENNE, H
TR AIRSSE8H0IERE, DHCP Snooping BikO4 AR, TRUST OFIUNTRUST O,
REREATRUST OWEIRIDHCP Reply 3832, MEFFBREUNTRUST ODHCP Reply
B, XEERIHEEEAIDHCP Server IEZEAIKOIREATURST O, EMBOIREHUNTRUST
A, BETLASCERRXIIEADHCP Server BB,

2 DHCP Snooping 48E8ER: 7EDHCP INEMIMNEELESHIAFFARIREIP HithY
&R, FFFAIRIP HEEAME(FEREHELILER, HESSH—REA89#EADHCP FRENP IR
E AR EEEERAML, DHCP Snooping @R lient flServer ZAIZERIRIL, 1B
FFFREEIRIP (SELAREFPMAC, VID, PORT, AN EEEEAR—EFERER, M
mfZR—N"DHCP Snooping FIFFEUERE, ECEARP & ITHEEEARP CHECK IhEEAIER,
MR REHI P LR E 8.

DHCP Snooping BISXEITIZBAIDHCP IRXHITEEMEE, ERAEENIDHCP 1R, iB
RAPEEFHEMDHCP Snooping 4FESUREMEMINEEEIRAER. LT UFRSRENHRIH
INAEIEERIDHCP 373

1) . UNTRUST CUZZIBIDHCP reply 1832, E@#EDHCPACK, DHCPNACK, DHCPOFFER

&
=Jo

2) . UNTRUST OWRINHBEMNEER[giaddr]AIDHCP request 32,

3) . $JFFmac %3&RT, JEMAC S5DHCP IRSIERHIDHCP Client FERESD BIATRRHHRSL.
4) . FAFHIEBETDHCP Snooping SFEEEE , (BRKOEESIREFEEDHCP 45
EHIEEPIYEEPNHROEEA—EAIDHCPRELEASE 1R,

6.3.3 DHCP Snooping (1140 2 4 T fig

FEDHCP HIp 28 P85, A8 2 O3 20 Bl 3] 8 — A e gt 2 — 5 P RL B U P s 1P sl
AL SN SRIUP stuhik, s S 1P X2 S Be— L Zh A& 3RBUP 19 1 e I 4
FIRAZ%, AT AE 7500 26 82 P A A 52 0%,/ B D3 P 28 O MEFE K, TIDHCP Bl 4058 2 45
% fEDHCP snooping M FEIE I iE % AE A MIP FREUE R, JREETARSCIE R, ATHEATAH
KM LZALEH, ST 2 EhAE =M, —M24i5IP Source Guard ZhRexs Akl it
ITHBNE G e, B AR A B IDAL (BhZSARP R G XFARP B S HEAT R A
RVERS:, 5 =FP45 5 ARP CHECK [JZhfE, KA GRS MARP HOCHATIRE . TEE: 4G
IP Source Guard LhREEAT bk 285 i by 3 S A AF R IR IR, S LRE U8 SCHFF(FIDHCP ™ 4L
HAMR, sl B 2w, ar et B ek A th ek i s 1 26 00 i AS RE 1 3 A5 P 1 2% 2L
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%, MAEHIDAI DIRERt, T Hr T (ARP R OCH G 28I CPU Fe i MAREE,  Jr LA™ B2 I AT
HHLHITERE

Fif#DHCP SnoopingfIP Source Guardhlil-455E 128 &

IP Source Guard IhRE4ES — NP Pk 2ol 22, Ji i 2 22 R i 45 Ellips mac]ix &

PRI IERIT, RACVRRT LR (%, T 2% Bi55% (IP&MAC Source Guard it B #77) .
DHCP Snooping i % DHCP R M EHR, 4597 — MNP IP IEEE, FRRZE8ER RSP

Source Guard ThEEHEATIL3E, M PR K A58 DHCP SREUP (1 F A4 Bl k4, AT B

1EH P ARLVEIP

34 FDHCP 465e R XHP R SCHHTIEIE, AREHFTARP $ROCHI 38, BTl T n e Ak,

B 1IEARP 355 ) &, X%FT-DHCP 485 A P 1T TARP &iEtEfu s, H2{EE 2% (ARP Inspection
BLE R o

6.3.4 DHCP Snooping it &

BF "RLEE" > "DHCP" > "Snooping” , AJEHEHEIAY DHCP Snooping BEE, 4 RAx::

~zB5HE
)= :
rinies DHCP Snooping Bi&
s CPUTE H i
_|p1‘§é?§h | Snooping & | |D|sabted Vl |
« {3
= FHEE
= MACHIHEE mELEE
pVLANS
pim] wa| B
MLACP e v
e 1
- EEES5H0UIA 2
ke
Pois ;
pLLDP
~OHCP 4 |Trusted W
= anqping 3
Table 6
-ﬁﬁ%ﬁﬁ'fﬁﬁ 7 |Trusted W

6-3-4DHCP Snooping fig & &5
AERBAEERA R AA

25 i=l]=

DHCP Snooping &z, [BFEZEFE DHCP Snooping,

Indicates the DHCP snooping port mode. Possible port modes are:
. Trusted: Configures the port as trusted source of the DHCP messages.
IR ET Untrusted: Configures the port as untrusted source of the DHCP messages.

BE "RE RELLENEN.
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6.4 IP&MAC Source Guard

IP&MAC Source Guard #EF—NJR IP IR MAC S3EHHERE, [P&MAC Guard BLAFEXS M AR _EEHIRSGHT
T 1P IR MAC RUIRSCDIE, WMREREIR IP IIIR MAC 48EE0RREFHEN A REEREFERAMLE,

FFa AT R iRER RS,
EEENEN, BHRET "RefEE" > "IP & MAC Source Guard” > "BORE" , MITEF=:

HEESIES
] IP Source Guard fii&
ViROmE [#85t | [Disabled V] |
rPOE
R
~TZEEH
= SRR
= 802 1X -
+ACL wE S
» Ports Port | Mode | Max Dynamic Clients
= Rate limiters * |¢:.; v|| <> v|
e 1 [Disabled v|[Unlimited v|
[ =TPEMALC Source 2 |Disal:+led V||Un|imi!en:l v|
Gt 3 [Disabled “|[Unlimited v
=i B ; i Di ¥ s W
T |D?sahled v”UnI?m?ted V|
b ARPASTI] 5 |D?sal:rled ||Unl?m?!ecl |
b AAA € |Disabled V|| Unlimited v|
P QOSBE 7 !Disabled V!!Unlimited v!

6-4-1 IP’RAMAC Guard i1 EBEN

AJECERIFERAGIARAIT :

2EtER EEeBERsZR IPAMAC Source Guard,
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HA

Fi

% Mode

BEFisOEHEzZR IP&AMAC Source Guard,

Max Dynamic Clients

EESHFIRAZFHE, 7% Unlimited, 0, 1, 2,

B "RE &,

B ATHEEL,

6.4.2 BRI
FAP I TRiBIS F LA IP&MAC Guard SRERTBRSS AR AT HITAE,

EBRENEO, FRE "Reitd” > "IPAMAC Source Guard” > "E&#SERIN” |, W TEFIZ:

MBS S
HedE 1R
piROIE
rPOE
(=X
~Irefiin
» SRR
w 302.1X%
pACL
»|PEMAC Source
Guard
- HOEE
= TSI
FARPIEI
bAAA

£575 IP Source Guard IR

Delete | Port | VLANID | IP Address | MAC address

| 1 1 1%2.168.2.150 00-00-00-00-00-11

Gz || ==

6-4-2 FHSRIVREEN

AJECERIFERAGIARAN T :

24 1588

Port BIANEEH TR0 ID
VLAN EINEESIER VLAN ID
P it BMNFEYPER IP ik,

MAC Hbtit EINFEELER MAC ibiit,

BE NIRRT ZE, RIERMARNERRIERE.

B "RE RE, MAIZEK,
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6.5 ARP Inspection
IP&MAC Source Guard 4EHFA—NR 1P J0JR MAC 4BEEURE, IP&MAC Guard A LATEXT AR O _EFAIRSGH T
EFE 1P INJE MAC BURSGEE, WNMIRIEREIR IP JIJE MAC 40ESURERIEN A BEIE B AL,

PR R R RS AR,
EEENEN, BRE "RLME" > "ARP Inspection” > "BORE" , WTEFF:

HEESIE
HeEEE TR
pim B
pPOE
(F=E1
~HZEEn
= SRR
= 302 1X
pACL
pIPEMAC Source
Guard
~+ARP Inspection
= im AR
o VAN
= fEERIN
= EfEERIN
pAAA

ARPHIRIfic S

| #38 | [Disabled V| |

| FESEEARS |

wmEL RS

#| #&=& [ CheckVLAN | Log Type

1 |Disabled V| |Disabled v| [None |
2 |Disabled | |Disabled | [None /|
3 |Disabled V| |Disabled | [None w/|
4 |Disabled | |Disabled v| [None /|
5 |Disabled | |Disabled %| [None W/|
6 |Disabled | |Disabled | [None |

6-5-1 ARP Inspection iR BE O

AJECERIFERAGIARAN T :

24 1588

ST E

IR 2 FRAEZER ARP Inspection,

% Mode

EF w3 k22 ARP Inspection,

Check VLAN

If you want to inspect the VLAN configuration, you have to enable the setting of "Check VLAN".
The default setting of "Check VLAN" is disabled. When the setting of "Check VLAN" is disabled,
the log type of ARP Inspection will refer to the port setting. And the setting of "Check VLAN" is
enabled, the log type of ARP Inspection will refer to the VLAN setting. Possible setting of "Check
VLAN" are:

Enabled: Enable check VLAN operation.

Disabled: Disable check VLAN operation.

Log Type

Only the Global Mode and Port Mode on a given port are enabled, and the setting of "Check
VLAN" is disabled, the log type of ARP Inspection will refer to the port setting. There are four log
types and possible types are:

None: Log nothing.

Deny: Log denied entries.

Permit: Log permitted entries.

ALL: Log all entries.

B RE RE, BEZEER.
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652 VLAN 'ﬁﬂﬁ
ZEEMEN, BRE "2/ E" > "ARP Inspection” > "VLANEE" , 1 TFERR:

HERSIEE =
e VLAN £l E
MROERE #24 VLAN |1 s E S
rPoE
VBT Delete | VLAN ID | Log Type
~BREE i : Al
= SFREER
-
pgﬂﬂjﬁc Source | 3= || E=E |
+ARP [nspection
iROFE
= VLANERE
= 7R
= EfiFERIN

6-5-2 ARP Inspection VLAN i &&

AJECERIFERAGIARANT :

285 =l

VLAN ID EHTF VLAN BJ ARP Inspection Bt&
Log Type EFisOBZAEZEA ARP Inspection,

Specify ARP Inspection is enabled on which VLANS. First, you have to enable the port setting on
Port mode configuration web page. Only when both Global Mode and Port Mode on a given port
are enabled, ARP Inspection is enabled on this given port. Second, you can specify which VLAN
will be inspected on VLAN mode configuration web page. The log type also can be configured on
per VLAN setting.

Possible types are:

None: Log nothing.

Deny: Log denied entries.

Permit: Log permitted entries.

Check VLAN ALL: Log all entries.

B "RF R, EZATIER.
BE "INFRE" &8, eUEEHY VLAN ECE.

6.5.3 FHARIM
FAPRILAEILTRiBI F LA ARP Inspection SRERIRSS AR AT HITIAE,

BEEIEN, BRE "R£EE" > " ARP Inspection” > "SR , MTEFR:
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:ﬁ;g‘g #75 ARP Inspection 3%
VROEE BiEs [ 200 [ VLANID | MAC HERE | IP HEil
»PoE [ 1 1 00-00-00-00-00-11 192.168.2.150
(=LA
vREAE
= SREE
= 802.1X | gz || == |
PACL
pIPEMAC Source
Guard
- ARP Inspection
= i B
= VLANERE
ol 7l
= SFEFRIN

6-5-3 FHSRINREEN

AJECERIFERAGIARAN T :

24 1588

Port MAEEHENHA ID
VLAN EINFELER VLAN ID
IP bt EINFELIERY IP ek,

MAC btk EINFELER MAC #biit,

BE "MIERE" R, RIERMARNERRIEEE.
B RE RE, MAIZEK,

6.6 ACL

ACLs FILRRAENIEFIFIZR (Access Control Lists), BARAILEGIZR (Access Lists) , fBFRA
BAkiE, EERISAEFRIRFIRZ AEITRE, ACLs BidE X —LEAINIRT MRS & O EAEIRIRSL
TR RrRTEER. RREFERISER, T AI%RE ACLs #1 QoS ACLs,
SRR TS IE R LABR IS AR EUERIEE, REINBNERENERNRE. &2
ACLs EEIRRIBII MR BRI EHITORTIE, HXIMEEREOMASE R HAOSEERHT

S8, RIECAEA(Conditions) AERTIFEEI (Permit)ifEEF(Deny).
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BHEN, T2 ACLs AT EHBRLHIERAITFNMZIREET

TR SR,

. Qos FREEXHIXLHIRREFI T

ACLs B—RFIRIRINAER, FAIFRZAENIEFIFIZFRFI(Access Control Entry: ACE), &%

BNEHGRFRIEBHA T S B i% R A LB & R T .

BAFIRANET LSS SERRATRIIL. iRttt _ERIMUEFER

661 ACL %DE&‘E

PP AR TR heRIE ACL BORE,

BEEEMNEO, BHRd "RLei&" > "ACL" > "Ports”

MsBSIEE
HeEEETT
vim R
»PoE
(=i
~ReFR
« SREETR
» 802.1X
wACL
= Ports
= Rate limiters
= Access Control
List

, SIFEIF7R:
ACLim[icE
Ba1| EERD | EfF [ EEERRSID [SNSwen | SiE | A [ XE | | itsEE
Disabled N
‘[ de v [o v par | [e v s v[e V] [e v
Port2 V
_ Disabled P8
1] 0| 3 v] [Z1E v| [Port1 |ZiE v| [EBLE v] [BIE V] [RiF V]
Port2 V¥
2 | 0| [ v] ETY |ZiE v| [EBLE v| [ZIE V] [RF V]
3 | 0| [ v [ZiEv] [Port1 | [EEV] [k V] [ZE V] [RiF V]
& 6-6-1 ACL im[IREEO

AIECERIFERAGITARAT :

24

oHE

1iH

A FRZinAFERRE.
I;%Q@%Tlglﬁ'ﬁl:l JJ:*SHE OIS \E\Tf

TR 1D

imO4PEREZRRH] ID(Rate Limiter ID), BE{ANl Rate Limiter BtE&.,

imO&EEm(Port
Redirect)

Select which port frames are redirected on. The allowed values are Disabled or a specific port
number and it can't be set when action is permitted. The default value is "Disabled".

=& (Mirror)

Specify the mirror operation of this port. The allowed values are:
Enabled: Frames received on the port are mirrored.
Disabled: Frames received on the port are not mirrored.

The default value is "Disabled".

HE(Logging)

%A (Shut Down)

Specify the port shut down operation of this port. The allowed values are:

Enabled: If a frame is received on the port, the port will be disabled.

Disabled: Port shut down is disabled.

The default value is "Disabled".

Note: The shutdown feature only works when the packet length is less than 1518(without VLAN
tags).
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Specify the port state of this port. The allowed values are:
Enabled: To reopen ports by changing the volatile port configuration of the ACL user module.
Disabled: To close ports by changing the volatile port configuration of the ACL user module.

K& The default value is "Enabled".
H#(Counter) Counts the number of frames that match this rule.

BE "RF R, EEETMER.

6.6.2 % mum Rate Liniter) RE

FAFRTLATE TR 4m4E ACL IRZRHI(Rate limiter)ECE

ZEAIEN, BRE

HMEESHGE
(3 B =g Lt
PiROIET
pPOE
X1k
~ e
= BEEH
= 802.1X
wACL

= Poris

[ e iers |
= Access Control

List

"ZeEeE" > "ACL" > "Rate Limiter” , 1 FEFI<:

AeEACLim1iE=pRH
PRIFZEREID | FE

‘e

=]

1=

7]
<

=
=
w
{

=l
=
[F7]
£

=
p=
7]
{

'R [NTRY (SR SR R SN R Y
= =
= B
W [47]
£ {

=] @ N = W R =

n=l
g
7]
{

6-6-2 ACL Rate Limiter IgE&O

BE "RF R, EEETMER.

6.6.35ccess Control List =R

FAFRTLATELL TR h4m4E Access Control List BtE

ZEAINEN, BRE

HEESIGE
vRERER
pimOE T
pPOE
=
&
= DL
= 802 1X
+ACL
= Ports
= Rate limiters _
= Access Control
List

"ZeEE" > "ACL" > "Access Control List” , W0 FER:

[Tresay ks 11 s
O | ZErEaE | w2e® [ 190 [ RSl | BOsh | ROEen | 56 ﬁﬁJE‘

& 6-6-3 Access Control List ig&&O
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B "+" iR, #HAGREE Access Control List,

7.1 Ping izt

7 ZRGiz W

Ping 2—1MMER, BAIX ICMP Echo $EEZIEEERT IP thilk, BRI I MR LR HA SRR TR

FEEIWEN, BRE "REZH" > "Ping” , ATFATR:

HEESHGE
pielRETR
bimCIE
rPoOE
[=F1ti N
& i
pOo ST
~ R i
» Ping _
w SRETRET
(2o

ICMP Ping

IP Address 0000
Ping Length |56
Ping Count |5

sl

Ping Interval

(s

7-1 Ping JUREO

AIECE BRI FRRIGBAAN T :

24 iz

IP Address BINFEE Ping BY IP ithilk,
ABEORBMAZI Ping IPv4 HEtitay IPve #BHEAREL. FAFPETLAEIA 150 60 Z[BAYEY
Ping Count {B.
Ping Length BN 1701452 ZEN—ME. BOAMER 56.
Ping Interval I Ping BUATIEIEIFR

s “Start” #%$H, T4 Ping M.
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7.2 LR
LM —NER, FIETLURT 10/100/1000BASE-T IR ST, BIAMETIRTTES, JG15, 4SS

| ==
ERHER

BEEWED, BRE "RESH" > "G4 |, W
HERSTGE

O E IRl
rPOE
VEERE
r A
pQoSRH
] SRS
e _ WO [ EHA[KEA SB[ KEB [ &3C | KEC|[£WD[KED
« SEHET 1 i 0 Jris 07k 0 i 0
AP 2 IE= 3R 3 IE= 3 IE= 3
' TG e = - ;
4 FEE 0 FFE 0 FE 0 FE 0
5 FFEE 0 FE 0 0 FEE 0
6 T 0 FFE 0 e 0 FE 0

7-2 Ping K&

B "FHA" &, TR Sguan” Wi,

7.3 FIFA=R
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